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INFORMATION SECURITY RELATED RISKS AND PREVENTION 

Simple steps to prevent you being victimized for an Information Security based 

Attack 

Today information security has become a part of our lives. Consciously or not everyone uses 

Information Technology (IT). Regardless of the extent of sophistication of Mobile phones, 

Computers, iPods,    iPhones, iPads, Navigation systems, and ATM Machines or Cyber cafes yet you 

are at Information security related risk. Simply any device with processing power we call a 

computer and if it has any form of connectivity it is called a communication device. The greater 

number of features the equipment or the device has, it becomes more vulnerable.  Either category 

of these devices falls within the classification of information technology base devices of equipment. 

As a result of globalization any device invented and introduced today will be available in the open 

market tomorrow. Most of the high tech devices available in the market have not been subjected to 

proper information security testing procedures before they reach the general public. The reason is; 

heavy competition among the production companies. Every company wants to release its own 

product to the market before other competitors release other compatible products. This 

competition compromises quality, security testing and other necessary post production procedures. 

This becomes even worse when some critical high tech equipment and devices used by high-tech 

intelligence agencies for their investigations can now be found in the Singapore, and Hong Kong 

based Chinese open market at very low prices without any restrictions.  Some of them can even be 

ordered from home and delivered to one’s doorstep without verifying the intention of use. 

This is an emerging issue in Asian countries including Sri Lanka. Since a growing number of 

people are required to use information technology based equipment, processors and activities 

these days, information security risks also have risen rapidly. According to recent reports many of 

Sri Lanka’s young generation have been victims of Information Security related attacks. The main 

reason is lack of awareness about information security risks related to the devices, technologies 

and processors that they are using. This article attempts to describe, with examples, some of the 

threats associated with Information Technology related equipment. 

The objective of this article is to give you a summarized form of information about 

technology/Devices and Procedures people use currently. This information describes their security 

risks and provides simple precautions one can take in order to prevent being victim to information 

security based attacks. Many of the researches and case studies have proven that most of the 

incidents happen due to lack of awareness about the technologies and their impacts. I will not be 

discussing the technology or technical details of the devices and how their security can be 

breached, but will try to give you general understanding and awareness about the Information 

Security related risk of devices that you are using and what simple precautions you can take in 

order to minimize the security risk. I have not gone into greater details since my objective is to 

prepare a simple paper of security risks and precautions. I have included in the final page some of 

the definitions of IT related terms that would be helpful.  
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Personnel Computers 

Technology / 

Equipment 

Security risk Simple Precaution 

Operating System 

- Windows 

� Cracked/Pirated copies can contain 

Trojans which can steal your information 

or allow attacker remotely access your 
PC. 

� Try to use Licensed 

version.  

� Buying PC with windows 
license is cheaper. 

� Run windows update. 

� Enable windows firewall. 
� Use complex 

administrative password 

Applications –  

Ex: MS Office 

� Cracked/Pirated copies can contain 

Trojans which can steal your information 

or allow an attacker to remotely access 
your PC. 

� Some viruses use macros to propagate. 

� Disable macros. 

� Disable ActiveX 

� If one cannot afford a 
license, use Open office or 

Libre office – FREE! 

Antivirus � Cracked/Pirated copies can contain 

Trojans which can steal your information 
or allow attacker remotely access your 

PC. 

� Use licensed antivirus and 

run daily update. 
� If one cannot afford use 

Avast! Free Antivirus. 

USB Drives / SD 

Cards/ any 
storage device. 

� Can contain viruses, worms and Trojans � Insert USB drive while 

pressing SHIFT key – this 
disables auto run. 

� Scan entire USB drive with 

updated Antivirus. 
� Do not double click on 

USB Drive, open Windows 

Explorer and right click on 

the drive and click run 
antivirus scan. 

CD/ DVD � Can contain viruses, worms and Trojans � Insert CD/DVD while 

pressing SHIFT key – this 

disables auto run. 
� Scan entire USB drive with 

updated Antivirus. 

� Do not double click on 

CD/DVD, open Windows 
Explorer and right click on 

the drive and click run 

antivirus scan. 
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Repair / 

Recovery 

� Recovery of deleted files or images is 

possible and easy. 

� Anyone can recover entire hard disk for 
deleted data, even they can copy entire 

image of your hard disk. 

� Most of the reported cases including 
black mailing, threatening and 

harassments use recovered images and 

files of personnel computers by hardware 

technicians when they are received for 
repair. 

� Don’t ever store very much 

private images or 

documents even inside 
your personal computer. 

� Never give your personal 

computer to repair with the 
hard disk. 

� You can have two hard 

disks inside the PC or one 

internal and one external. 
One hard disk for operating 

system and other hard disk 

(external) for your data. 

When giving for repair you 
can remove your data hard 

disk before giving.  

� Data encryption is the best 

way to keep confidential 
data, but it requires some 

assistance because 

forgetting the key may 
make recovery of data 

impossible. 

 

Torrents and P2P 
Download sites. 

� Can contain remote key loggers, Trojans 
and Spyware which can automatically 

steal and send your confidential data, 

passwords and other credentials to an 

attacker. 

� Best practice download 
software from original site, 

never trust torrents or P2P 

sites. 

� If there is no options use it 
with extreme care, update 

your antivirus, scan the file 

with antivirus. Uninstall 

torrent client / P2P 
software after download. 

Suspicious web 

sites – ActiveX 

controllers / 
Scripts 

� Can contain remote key loggers, Trojans 

and Spyware which can automatically 

steal and send your confidential data, 
passwords and other credentials to an 

attacker. 

� Don’t surf strange sites and 

install ActiveX components, 

Scripts to your PC. 
� Best way is search Google 

for the URL before surfing, 

if it is a strange site. 

emails � Can contains links to files and Scripts 
contain key loggers and Trojans. 

� Can contains scripts that can steal your 

information and cookies, which can be 

accessed your emails and other online 
portals later.  

� Never click on links that 
come through strangers to 

your email. 

� Copy the link and paste on 

the Google search. 
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Emails  

Technology / 

Equipment 

Security risk Simple Precaution 

Social media 

registration 

� Can be Victims for Spam or phishing. � Don’t use your regular 

personal email address to 

register Social Media. 

Check mails – 

Specially when 

sender is 

unknown. 

� Can be Victims for Spam or phishing. 

� Can be Victims for Social engineering 

attacks and attackers can monitor you. 

 

� Use Gmail – Gmail will 

check the email and scan 

attachments for you. 

� If you are using email client 
software – Install antivirus 

plugin. 

� Don’t open any mail you 

receive from unknown 
sender. 

� Don’t download/ view 

attachment from unknown 
sender. 

Subscribing for 

websites and 

newsletters. 

� Can be Victims for Spam or phishing. � Never enter your regular 

personal email for strange 

websites 

Chain letters � Can be Victims for Spam or phishing. 
 

� If you really want to 
forward the email, remove 

headers and footers of the 

mail and forward to known 
recipients.  

Mails with links  � Can be infected with Trojans. Can steal 

information. Can remotely access, and 

steal cookies. 

� Don’t click any link that 

comes with email by 

unknown sender. 
� Copy link and search in 

Google.  

 

Mails with 

requesting funds. 

� Phishing or Trojans might be sending 

emails from compromised computer. 

� Verify with other means 

like giving a phone call 
before taking any action. 

� Even if you get a mail 

asking funds from a known 
email address; verify first. 

Emails with 

attachments 

� Can contain remotely installable key 

logger which can send all your 

passwords and sensitive information to 
attacker. 

� Even this type of spying software can be 

wrapped to MP3, video clips, Images or 

pdf’s. 

� Always keep your antivirus 

software up-to-date, it will 

prevent most of these types 
of attacks. 

� Never download or click on 

attachment that comes 

from an unknown sender. 
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Social Media 

Technology / 

Equipment 

Security risk Simple Precaution 

Social media 

registration 

� Can be Victims for Spam or phishing. � Don’t use your regular 

personal email address to 

register Social Media. 

Personnel 

information 

� Using this information, attackers can 

retrieve your passwords using security 
questions provided by you. 

Ex- You have shown your B’day through social 

media while security question of your email 

is “What is my birthday”  

� Attacker can physically locate you – there 

were lots of rape cases reported. – there 

was an instance where one girl has posted 
in social media that – “everyone has gone 

on a trip, home alone” 

� Never post personal 

information on the web. 
� Don’t give any clue to 

understand your behavior to 

the attacker. 

� Don’t trust anyone who 

comes through cyber space. 

� Don’t log in to your FB or any 

other social media from 
Shared computers or Cyber 

cafes – there are simple ways 

to steal your credentials.  

Uploading Images � Uploading private images and tagging 

will allow your attackers to identify you 
and your close friends – which make 

you, launch social engineering attacks. 

� Image manipulation – Someone can use 

your face and fix it to some other’s 
body 

� Crack face recognition based security. 

� Identify your behavior and social 

patterns. 

� Never upload pictures 

with personal 
backgrounds – E.g.- 

picture with your 

apartment entry, 

Restaurant you frequently 
visit. 

� Never upload images with 

sequence – similar image 

with similar facial 
expressions will lead 

attackers to launch Social 

media attacks and crack 

facial recognition systems.  

Accept new 

friends 

� This will provide access to your 

restricted area and allow strangers to 

collect information about you. 

� Never accept unknown 

people. 

� Never chat and 

communicate your 
personal information to 

them. 

Social Media 

Apps 

� Facebook and other Social media 

sites on the Internet currently track 
their users’ online activities and 

patterns. 

� Third party apps can transmit where 
the user lives, friends including age, 

occupation and any posted pictures 

and activates to their servers real-

time. 

� Enable ‘Secure Browsing’ 

section in FB. 
� Do not use third party 

Apps. 
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Common computers – E.g.: Office computers/ shared basis 

Technology / 

Equipment 

Security risk Simple Precaution 

Shared PC’s � Can contain Hardware or software key 

loggers. 

� Can contain Trojans or root kits. 

� Don’t use Shared PCs to 

access online banking, 

Personal emails or 
confidential documents. 

� Don’t download or copy 

any personal images – 
even after you delete them 

still they can be recovered. 

Personnel USB 

Drives 

� There are programs which can 

synchronize Data in flash drive to 

predefined location of the PC without 
any user interaction in the background. 

� Your files can be infected with viruses, 

worms and Trojans. 

� Never insert USBs which 

contains confidential data 

to shared PCs. 

Remember me � Most of the web mail and other 
applications have option as “Remember 

Me”, which stores your user name and 

Password in the local PC. Using simple 
free tool anyone can retrieve locally 

saved credentials. 

� Never tick on “Remember 
Me” Option. 

Internet � Key loggers can reside in the PC � Never use shared PCs or 

Cyber cafes to access your 
personnel banking, or 

personnel mail accounts. 

� If you really want access 

them, and there is no 
other option, use On-

screen key board. Which 

you can enter your 

password by clicking, not 
typing. 

Remote desktop 

viewers 

� Your desktop can be viewed remotely, 

real-time. 

� Even your confidential files can be seen, 
basically everything you see on the 

desktop can remotely be seen. 

� Don’t view or access 

confidential files or sites 

using shared computers. 
Only access general and 

not confidential sites and 

files. 

Screen recorders � Can record everything you do and view 
through monitor as a video file even 

without knowing you in background, 

later attacker can cause trouble. 

� Don’t view or access 
confidential files or sites 

using shared computers 
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Wi-Fi / hotspots 

Technology / 

Equipment 

Security risk Simple Precaution 

Open Wi-Fi � You are connecting to unknown Wi-Fi 

somebody can eavesdrop on your 

communication. 
� Since you are transferring data through 

their gateway, hackers can see your data 

packets and can manipulate them. 

� Best practice is not 

connecting to open Wi-Fi, 

even if connected don’t surf 
or transmit sensitive 

information. 

Sniffers � In open Wi-Fi environment any attacker 
can sniff the network and analyze packets 

passing through.  If anyone enters a 

password to any web site, sniffers can 

see. 

� Don’t access any web site 
that contains sensitive 

information, and web sites 

which requires your 

credentials to log in an 
open Wi-Fi environment. 

� Only use to access web 

sites like news. 

Rough Wi-Fi � Attackers can set up Wi-Fi hot spots to 
attract and surf internet through them. 

Even if you are working for an 

organization, attacker can set up hot spot 
to redirect people and sniff their traffic 

for juicy information. 

� If you came to know 
unusual hotspot available, 

don’t just connect to it. 

Consult IT expert to 
analyze whether it’s a 

Rough Wi-Fi.  

Security Key � WEP, WPA, WPA-2 Security keys can be 

broken. Attacker can access Wi-Fi with 
administrative rights. 

� Best practice is to set WAP-

2 security key and change 
the key regularly. Also 

enable MAC filtering. 

Network 

Monitors 

� Network monitors are legitimate 

software but still can be used as sniffers 
to listen. 

� Always be cautious of what 

you are searching and 
where you are surfing.  
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Internet 

Technology / 

Equipment 

Security risk Simple Precaution 

Fake websites/ 

Malicious websites 

 

� Fake websites are purposely designed 

websites to steal information or run scripts 

and ActiveX controllers to your PC’s to later 

use. 

� Never access unsecure/ 

strange sites. 

� Especially never accept if it 

asks you to run any script or 
ActiveX controllers. 

� Always search on Google if you 

need to verify the site. 

� Never provide your 

information. 

� Never use your usual 

passwords when registering – 
E.g.-they will definitely try to 

access your web mail using the 

given password. 

Online banking � Attackers can steal your sensitive information 

and cause financial damage. 

� Attackers can use your information to get 

access to restricted web sites with the credit 
card information 

� Never use Open Wi-Fi for 

transactions. 

� Never use shared PCs, and 

cyber cafes for financial 
transactions. 

� Never use your debit cards for 

online transactions, use your 

credit card – reason is Bank is 

partially responsible for credit 

card transactions, but only you 

are responsible for debit card 
transaction. 

Phishing sites � Attackers can create legitimate looking 

websites to trick clients to steal information. 

E.g.- just like Hsbc web site but it’s not. 

� If you are working in a corporate 

environment, attacker can host a website 

inside the network just as legitimate web site, 
to steal information. 

� Always search the site through 

Google. 

� Don’t accept long links that 

come through emails. Always 

first go to Google, then search 

for the site and go to the 
section through the main page 

of the site.  

ActiveX 

Components/ 

Online Scripts 

� Fake websites are purposely designed 

websites to steal information or run scripts 

and ActiveX controllers to your PCs to later 

use. 

� Especially never accept if it 

asks you to run any script or 

ActiveX controllers. 

� Always search on Google if you 

need to verify the site. 

Adware / toolbars � Free toolbars, Adware’s will use your 
computer resources for their marketing 

purposes and generate traffic to some other 

websites. 

� Also these toolbars will make your PCs are 

part of a zombie network for DOS attacks 

launch for some legitimate sites.  

� Never install free fancy looking 
toolbars, they will eat up 

resources of your computer 

and make your PC a Zombie. 

� Adware will steal email 

addresses reside on your 

computer for their marketing 
purposes. 
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Cyber Cafes 

Technology / 

Equipment 

Security risk Simple Precaution 

Key loggers � Can contain Hardware and Software Key 

loggers to steal information. 

� Never use shared PCs or 

Cyber cafes to access your 

personal banking, or 
personnel mail accounts. 

� If you really want to access 

them, and there is no other 
option, use On-screen key 

board. Which you can enter 

your password by clicking, 

not typing. 

Screen recorders � Can record everything you do and view 
through monitor as a video file even 

without knowing you in background, 

later attacker can cause trouble. 

� Don’t view or access 
confidential files or sites 

using shared computers 

Remote desktop 
viewers 

� Remotely can view your desktop, real-
time. 

� Even can see your confidential files, 

basically everything you see on the 
desktop can remotely see. 

� Don’t view or access 
confidential files or sites 

using shared computers. 

Only access general and not 
confidential sites and files. 

Data recovery � Recovery of deleted files or images is 

possible and easy. 

� Anyone can recover entire hard disk for 
deleted data, even they can copy entire 

image of your hard disk. 

� Don’t download or copy sensitive data to 

computers in Cyber cafes even you 
planning to delete. 

� Most of the reported cases including 

black mailing, threatening and 

harassments are using recovered images 
and files of personal computers by 

hardware technicians when they are 

received for repair. 

� Don’t ever store private 

images or documents to 

cyber cafes. 
�  

Web cams / 
Stealth cams 

� There are programs to record everything 
you do in front of the web cam in the 

background. 

� There may be fancy looking items which 

can be Spy cams – be aware! 

� Don’t trust web cams in 
Cyber cafes, never show or 

do private things in front of 

web cams in cyber cafes – 

may be they can record, 
even cams that seem to be 

inactive.  
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Voice recorders � There are stealth voice recording 

techniques also available. 

�  There are tools to record Skype 
conversations also for later play. 

� Don’t talk personal matters, 

don’t give Credit card 

numbers or sensitive 
information through Skype 

conversation in Cyber cafes. 

� Sometimes they can later 
retrieve your sensitive 

information and cause 

trouble. 

Remember me � Most of the web mail and other 
applications have option such as 

“Remember Me”, which stores your user 

name and Password in the local PC. 

Using simple free tool anyone can 
retrieve locally saved credentials. 

� Never tick on “Remember 
Me” Option. 

Personnel USB 

Drives 

� There are programs which can 

synchronize Data in flash drive to 

predefined location of the PC without any 
user interaction in the background. 

� Your files can be infected with viruses, 

warms and Trojans. 

� Never insert personnel USBs 

which contains confidential 

data to Cyber café PCs. 
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Digital Cameras 

Technology / 

Equipment 

Security risk Simple Precaution 

Internal storage � Can be accessed, even deleted items can 

be recovered. 

� Since you cannot remove internal 
memory, in such an event third party can 

steal or borrow or recover data. 

� Don’t store personal images 

in the internal memory. 

� Set external memory card as 
default location to save 

images. 

External storage 

– Memory cards 

� Can be accessed, even deleted items can 

be recovered. 
� Can be infecting with Trojans and 

viruses. 

� Never give your memory 

card with the camera, when 
someone wants your camera 

or when giving for repair. 

Physical security � Most important – if physical security is 

not there entire set of images you have 
taken from the day you bought your 

camera can be recovered by attackers in 

most cases. 

� Have to be very careful 

especially about storage 
media. 

Sharing cameras � Can be accessed, even deleted items can 
be recovered. 

� Can be infecting with Trojans and 

viruses. 

� Never give your memory 
card with the camera, when 

someone wants your phone 

to see or when giving to 

repair. 

Bluetooth � Bluetooth is very much vulnerable for 

attacks. Simply, Bluetooth is replacement 

of the cable not a full fledged secured 

media; attacker can access all your 
images through Bluetooth. 

� When transferring images through 

Bluetooth be very careful, because more 
than one device with the same name can 

exist in the range and you might be 

sending files to a wrong device. (E.g.: 

Bluetooth device name may be Samsung 
CL65) 

� Most secured way is switch 

off Bluetooth when it’s not 

required.  

� When your camera has 
Bluetooth and on state 

form other devices like 

Laptop or Tablet PC can 
access your camera.  

Camera repair � Information can be accessed, even 

deleted items can be recovered. 

� Can be infected with Trojans and viruses. 
� One can create an exact bit to bit copy of 

your memory card within less than ten 

minutes to recover deleted images later. 

� Select your external drive 

as a default image storing 

location. 
� Never give your digital 

camera with the memory 

card when you want to 

repair or someone wants to 
borrow your camera. 
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Chatting 

Technology / 

Equipment 

Security risk Simple Precaution 

Text chatting � Most of the chatting clients use plain text 

to transfer data, which can be easily 

sniffed. 
� Some of the chat logs saved locally, which 

can be easily retrievable, even after you 

delete them. 

� Don’t share personal 

matters through chat. 

Transfer files � Transferring files can bring stealth key 
loggers, Trojans and other harmful 

programs to your PC. 

� Never accept files from 
strangers. 

� Even if you know the 

sender verify with some 

other means like phone 
call. 

Social 

Engineering 

� Cheating people through chat is very 

common. 

� Accessing the links sent through chat can 
run scripts which steal your cookies and 

access your sessions. 

� Never trust strangers who 

come through chat, even if 

they send their pictures. 
� Never trust people who 

come through the wire. 

Transfer Images � Images also can contain key loggers � Never accept images that 

come through chat. 

Key loggers � Remotely installable key loggers can be 

sent as an image, Mp3 or other file 

through file transfer.  

� Never accept files that 

come through chat. 
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Mobile phones/ Smart phones 

Technology / 

Equipment 

Security risk Simple Precaution 

Access web 

through 

Smartphone 
browser 

� Fake websites have been created to 

capture sensitive data stored in the 

phone and hack phones. 
� Smart phones track location data and 

stored locally and on the cloud – these 

are not encrypted. 

� Never access unsecure/ 

strange sites through smart 

phones. 

Third party 
Apps/ plugins 

� Mostly free apps contain malicious codes 
written for Android, WebOs and Symbian 

which can collect and send your location 

data, and steal your identity, your 

contacts.  

� Never install third party 
free apps.  

� Search for Google and see 

the reviews before 

installing. 
� Don’t go for newest APP; go 

for an App developed by a 

reputed company. – Still 
risky.   

Location 

identification 

Apps. 

� This has high security concern on why 

would others want to know where you 

are and what you are doing now. 
� Thief can easily rob you, when knowing 

your locations and movements.  

� Never install location 

identifiers on your smart 

phone. 

Transferring 

data/ images/ 
files between two 

phones 

� There are methods to intercept this data 

transfer if it is wireless. 
� Can be infected with virus. 

� Use Google plugin and send 

images through Gmail. 
� Don’t connect your smart 

phone to Shared computer. 

Wi-Fi � Refer the risks in Wi-Fi section. � Refer the precautions in 

Wi-Fi section. 

Bluetooth � Bluetooth is very much vulnerable to 
attacks. Simply, Bluetooth is replacement 

of the cable, not a full-fledged secured 

media; attacker can access all your 

contacts, images and files through 
Bluetooth. 

� When transferring images or confidential 

files through Bluetooth be very careful, 
because more than one device with same 

name can exist in the range and you 

might be sending files to a wrong device. 

(E.g.: Bluetooth device name may be 
Nokia E72) 

� Most secured way is switch 
off Bluetooth when not 

required.  

� Many of mobiles with 

Bluetooth switch on state 
can be observed at bus 

stops, public malls. 
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Internal memory � Can be accessed, even deleted items can 

be recovered. 

� Since you cannot remove internal 
memory. If stolen or borrowed by third 

party data can be recovered.  

� Don’t store personal files in 

the internal memory. 

� Set external memory card 
as default location to save 

files. 

External Storage 

– Memory cards 

� Can be accessed, even deleted items can 

be recovered. 
� Can be infected with Trojans and viruses. 

� Never give your memory 

card with the phone, when 
someone wants your phone 

or giving to repair. 

Physical Security � Most important – if physical security is 

not there, entire set of data you were 
having and images taken from the day 

you bought your phone can be recovered 

in most cases. 

� Have to be very careful 

especially about storage 
media. 

SIM Card � There are tools to retrieve contact 
information and other data from SIM 

cards. 

� Never give your SIM to 
others. 

Contact list � If stolen, contact list is the first place 

attacker will look at 
� Presently it’s easy to you’re your 

whereabouts since you have everything 

online. 

� If you have a smart phone let the contact 
list synchronize with Gmail plugin – 

which makes you to access it even if you 

lost the phone. 

� Don’t leave traces on your 

phone to find your close 
contacts – Don’t save 

contacts as “Sweet home”, 

“Home”, “Wife”, and 

“husband”. – This will 
prevent social engineering 

attacks. 

Cable connecter/ 
USB Charger 

� Most of the smart phones can charge 
through USB, at the same time can access 

phone mass storage – Some devices give 

option.  

� Don’t connect your phone 
to someone’s computer and 

leave till it charges. Two 

minutes is enough to take 
backup of your phone bit 

by bit. 

� Don’t give others to copy 

files to or from your phone 
with the cable.  

When you need 

to repair your 

phone  

� Can be accessed, even deleted items can 

be recovered. 

� Can be infected with Trojans and viruses. 

� Never give your SIM and 

memory card with the 

phone, when you want to 
repair your phone.  

When you need 

to sell your phone 

� Can be accessed, even deleted items can 

be recovered. 

� Never give your SIM and 

memory card with the 

phone, when you want to 
sell your phone. 
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When your phone 

is stolen 

� Some smart phones have the feature to 

trace the phone and wipe the data from 

the phone. 
� Can be accessed, even deleted items can 

be recovered. 

� Physical security is very 

important. 

� Don’t ever save very much 
personal images and data 

in your phone if you can’t 

ensure physical security. 
� Always keep record of your 

IMEI number.  

� Type *#06# to get your 

IMEI number. 
� This will help relevant 

authorities to trace your 

phone.(Telecommunication

s Regulatory Commission 
of Sri Lanka (TRCSL is the 

regulatory body to be 

notified in Sri Lanka) 

When you 
transfer data PC 

to Phone – I have 

seen there are 

phone shops 
advertised 

“Transferring 

songs to your 
phone” 

� There is a risk of accessing or making bit 
to bit copy of your phone at the same 

time data can be transferred for later 

recovery. 

� Never risk your personal 
data for a MP3 songs. 

� Never allow strangers to 

access or transfer data to 

or from your phone, 
especially through 

computers. There are 

hundreds ways to retrieve 
your data without even 

knowing you. 
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ATM Machines 

Technology / 

Equipment 

Security risk Simple Precaution 

ATM Cards � ATM cards can be forged. 

� ATM cards can be read by simple 

magnetic readers and data stored. 
� Writing PIN on the Card and keep the PIN 

number with the card is suicide. 

 

� Enable SMS banking, then 

you can get alerts when 

anyone uses your ATM card. 
� Never keep PIN number with 

the card. 

� Use different PIN numbers 
for different cards. 

ATM machine  � There were some cases reported, 

attackers pretended that they are 

repairing the ATM machine and ask 

peoples ATM card to check the machine, 
and copy the card details. 

� Always try to use ATM 

machines which attached to 

their bank and proper 

security is enforced.   

ATM machine key 

board 

� There were some cases where attackers 

use sticker type key loggers pasted on the 

real keyboard of the ATM machine. When 
you press the key you access the ATM 

machine and sticker type key logger 

recording your key strokes of the PIN. 

� Always try to use ATM 

machines which are attached 

to their bank and proper 
security is enforced.   

� Also be aware of these types 

of attacks and check the ATM 
key board. 

ATM Machine 

card hole  

� Previously mentioned attack, they also 

used Card reader they have attached just 

front of real card hole  which can scan the 
card and store data for later attack. 

� Always try to use ATM 

machines which are attached 

to their bank and proper 
security is enforced.   

 

ATM card receipt � Leaving your receipt provides partial 

data of your account to attacker – simply 
call dumpster driving like available 

amount, last few figures of your account 

number, and your name some cases. 

� Never dump the receipt in 

front of ATM machine. – I 
have seen some banks even 

provided dustbins to 

encourage people to drop the 

receipts to it. – This is a risk. 
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Navigation Systems 

Technology / 

Equipment 

Security risk Simple Precaution 

Bluetooth � Bluetooth is very much vulnerable to 

attacks. Simply, Bluetooth is replacement 

of the cable not a full fledged secured 
media; attacker can access all routes, 

images and files through Bluetooth. 

� Most secured way is switch 

off Bluetooth when you don’t 

require – you can turn off 
Bluetooth when your vehicle 

is parked.  

 

Home Location � There were some cases reported that 
attackers find victim’s home through 

their own NAV system and saved route. 

� Never save your home 
location as home. If you 

really cannot remember how 

to reach your home, save 

some common places name 
closer to your home as 

“home” 

Physical security � Most important – if physical security is 

not there entire set of data you were 
having and your locations, your 

movements saved from the day you 

bought your NAV can be recovered in 
most cases. 

�  Use some strong method to 

secure physical access to the 
device. 

 

The intention of this document is to prevent unnecessary hassles and risks of day-to-day life 

due to lack of understanding of the equipment and to explain how to use them in a secure way. 

Since IT security related attacks are common these days, building capacity and the awareness about 

these technologies is becoming critical. 

Conducting security workshops and arranging necessary trainings to build awareness of 

these threats becoming more serious than ever. It is very important that any level of employee 

including IT staff, Government staff, Younger generation including school children and parents 

required improving their awareness of the technologies and the threats. Most of the cases 

awareness will prevent damages. 

This document can be copied, printed and freely distributed without any change to the 

entire material. But cannot be edited or included in commercial products without written approval 

of the author. 

Kushantha Gunawardana. 

M|+94 715345530 
E | kushantha@gmail.com 

W| http://lk.linkedin.com/in/kushantha 

B| http://ntadmin.wordpress.com 
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Glossary 

ActiveX controllers - ActiveX is a framework for defining reusable software components in a 

programming language-independent [disambiguation needed] way (i.e. not tied to a particular 

programming language). Software applications can then be composed from one or more of these 

components in order to provide their functionality 

Adware - Adware, or advertising-supported software, is any software package which automatically 

renders advertisements. These advertisements can be in the form of a pop-up. They may also be in 

the user interface of the software or on a screen presented to the user during the installation 

process. 

Attacker – person or group of people trying to gain access to someone’s computer or 

communication in illegitimate way. 

ATM – Automated teller machines used to automate transactions using ATM cards. 

Blackmailing - blackmail is a crime involving unjustified threats to make a gain or cause loss to 

another unless a demand is met. 

Bluetooth - Bluetooth is a proprietary open wireless technology standard for exchanging data over 

short distances (using short-wavelength radio transmissions in the ISM band from 2400–2480 

MHz) from fixed and mobile devices, creating personal area networks (PANs) with high levels of 

security. 

Cookies - also known as an HTTP cookie, web cookie, or browser cookie, is usually a small piece of 

data sent from a website and stored in a user's web browser while a user is browsing a website. 

When the user browses the same website in the future, the data stored in the cookie can be 

retrieved by the website to notify the website of the user's previous activity 

Cracked – Software is activated or extended evaluation period by using reverse engineering or 

other method without knowledge of legitimate developer. 

DOS Attack – (Denial of Service attack) is Attack which overloads and consumes complete set of 

resources of the target to prevent legitimate users accessing the victim. 

DDOS Attack – (Distributed Denial of Service attack), DOS attack launched using zombie network. 

Dumpster Diving – is the practice of sifting through commercial or residential trash to find items 

that have been discarded by their owners, but that may prove useful to the dumpster diver. 

Harassments – this covers a wide range of behaviors of an offensive nature. It is commonly 

understood as behavior intended to disturb or upset, and it is characteristically repetitive. In the 

legal sense, it is intentional behavior which is found threatening or disturbing. Sexual harassment 

refers to persistent and unwanted sexual advances, typically in the workplace, where the 

consequences of refusing are potentially very disadvantageous to the victim. 
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Image manipulation - is the application of image editing techniques to photographs in order to 

create an illusion or deception (in contrast to mere enhancement or correction), through analog or 

digital means 

Key loggers –this is the action of tracking (or logging) the keys struck on a keyboard, typically in a 

covert manner so that the person using the keyboard is unaware that their actions are being 

monitored 

Navigation Systems - is a (usually electronic) system that aids in navigation. Navigation systems 

may be entirely on board a vehicle or vessel, or they may be located elsewhere and communicate 

via radio or other signals with a vehicle or vessel, or they may use a combination of these methods. 

P2P - practice of peer-to-peer file sharing and is used for distributing large amounts of data over 

the Internet. BitTorrent is one of the most common protocols for transferring large files and it has 

been estimated that, collectively, peer-to-peer networks have accounted for approximately 43% to 

70% of all Internet traffic 

Phishing - is the act of attempting to acquire information such as usernames, passwords, and credit 

card details (and sometimes, indirectly, money) by masquerading as a trustworthy entity in an 

electronic communication. Communications purporting to be from popular social web sites, auction 

sites, online payment processors or IT administrators are commonly used to lure the unsuspecting 

public. Phishing emails may contain links to websites that are infected with malware. 

Recovery - is the process of salvaging data from damaged, failed, corrupted, or inaccessible 

secondary storage media when it cannot be accessed normally. Often the data are being salvaged 

from storage media such as internal or external hard disk drives, solid-state drives (SSD), USB flash 

drive, storage tapes, CDs, DVDs, RAID, and other electronics. 

Spam - is the use of electronic messaging systems to send unsolicited bulk messages, especially 

advertising, indiscriminately. While the most widely recognized form of spam is e-mail spam, the 

term is applied to similar abuses in other media. 

Sniffers - Packet analyzer (network analyzer, protocol analyzer or sniffer), computer software or 

hardware that can intercept and log traffic passing over a digital network 

Scripts - a small program written for a command interpreter or another scripting language 

Social engineering – in the context of security, is understood to mean the art of manipulating 

people into performing actions or divulging confidential information.  

Threatening - A threat is an act of coercion wherein an act is proposed to elicit a negative 

response. It is a communicated intent to inflict harm or loss on another person. It can be a crime in 

many jurisdictions 
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Torrents - A torrent is data about a target file, though it contains no information about the content 

of the file. The only data that the torrent holds is information about the location of different pieces 

of the target file. Using torrent file, one can download movies, Software and other files located in 

various locations in the Internet. – Most of the torrents contain viruses, key loggers and other 

harmful malicious codes. 

Trojans - A Trojan horse, or Trojan, is a type of malware that masquerades as a legitimate file or 

helpful program but whose real purpose is, for example, to grant a hacker unauthorized access to a 

computer 

URL - uniform resource locator (URL) (originally called universal resource locator), simply address 

of the website for simple understanding. 

Victim – the person or group of people being attacked by attacker. 

Viruses – malicious code or program which is intended to harm a computer /set of computers or 

programs/ set of programs which has ability to propagate. 

Wi-Fi - Wi-Fi is a popular technology that allows an electronic device to exchange data wirelessly 

(using radio waves) over a computer network, including high-speed Internet connections 

Zombie - is a computer connected to the Internet that has been compromised by a hacker, 

computer virus or Trojan horse and can be used to perform malicious tasks of one sort or another 

under remote direction. Botnets of zombie computers are often used to spread e-mail spam and 

launch denial-of-service attacks. Most owners of zombie computers are unaware that their system 

is being used in this way. 

Zombie networks / Botnets – collection of zombies which controlled by central control center 

 

Reference: Definitions for some of the terms has taken from Wikipedia (www. wikipedia.org) 

 

 

 

 


